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IIpuxa3s

30.12.2022 Ne397/1

06 YTBEPKACHUN MECT XPpaHCHUA MaTePUAJIbHBIX

HOCHUTeJIel NMEePCOHAJTBbHBIX JAHHBIX

Bo wucnonmnenne nynkra 13 Tlonoxenus o0 ocoOeHHOCTSX 00pabOTKH IMEepPCOHATBHBIX
JAHHBIX, OCYILECTBIsIEMOM ©€3 HCIOJIb30BaHUS CPEACTB aBTOMATU3ALMU, YTBEPKICHHOIO

nocranosyieHueM IIpasurenscrea PD ot 15.09.2008 Ne 687, ¢ 1enpro odeciieyeHus 0€30MacHOCTH

NEPCOHAIBHBIX JAaHHBIX NPU UX 00pabOTKe, NPUKA3bIBAIO:

1.OmpenenuTes MecTa XpaHEHHUS MaTe€pHaJbHBIX HOCUTENEH MepCOHAIbHBIX JaHHBIX B MOY
«komna Ne3 um. A.H.KpucanoBay r. AlymTsl ¥ Ha3HA4YUTh JIMII OTBETCTBEHHBIX 32 0OeCIeueHue

COXPAHHOCTH COIVIACHO MPHUJIOKEHUIO Nel.

2.Y1Bepnuth u BBectu B jaedctBue ¢ 01.01.2023 r. MHCTpykumio mnojab30BaTes
MH(OPMALIMOHHBIX CHCTEM IPH 00paboTKe MEePCOHATBHBIX JAHHBIX (IIPUIIOKEHUE 2).

3.OTBEeTCTBEHHBIM JIMaM, YKa3aHHbIM B IIPUJIOKCHHUC 1 HACTOALICTO ITpHUKa3a:

3.1. ObecneunTs pa3AeabHOE XpaHEHHUE IEPCOHATIBHBIX JaHHBIX (MaTepUaIbHBIX HOCUTEIIEH )
U 1pyroil nH(OpMaLIUH.

3.2 XpaHUTh MaTepUAIbHBIE HOCUTEIN MEPCOHAIBHBIX JAHHBIX TOJIBKO B YTBEPKICHHBIX
MECTaXx.
3.3. O3nakomuThcs ¢ MHCTpyKIIMEH 1 HOPMATUBHO-TIPAaBOBBIMU JJIOKYMEHTAMH B OTHOILIEHUH

MEPCOHAIBHBIX JaHHBIX pa3MeIIeHHbIX Ha o¢unuanbHoM caiite MOVY «lIkoma Ne3 wuwm.
A.H.KpucanoBa» r. Anymtsl B paznene «O0paboTKa MepcoOHAIBHBIX TaHHBIX).
3.4. Cobmoate TpebOBaHHA KOH(MUIACHIMATBHOCTH TMPU XPaHEHUU MaTepUalbHbBIX

HOCHUTEIeH NEPCOHANILHBIX JaHHBIX.


https://vip.1obraz.ru/#/document/99/902119128/XA00M6A2MF/
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https://vip.1obraz.ru/#/document/99/902119128/XA00M6A2MF/
https://vip.1obraz.ru/#/document/99/902119128/XA00M6A2MF/
https://vip.1obraz.ru/#/document/99/902119128/
https://vip.1obraz.ru/#/document/99/902119128/
https://vip.1obraz.ru/#/document/99/902119128/
https://vip.1obraz.ru/#/document/99/902119128/
https://vip.1obraz.ru/#/document/99/902119128/
https://vip.1obraz.ru/#/document/99/902119128/

4.yCTaHOBI/ITB, YTO OTBCTCTBCHHOCTH 3a PCIKUM 6630HaCHOCTI/I B INOMCHICHUU U MPAaBUIIBHOCTH
HCIIOJIb30BaAHUA YCTAHOBJICHHBIX B HEM TCXHHUYCCKUX CPCACTB HECCT JIMIO, KOTOPOC B HEM
paboraer.

5. KoHTpOIIb 32 BBINOJIHEHHEM IPUKa3a OCTABIIIO 32 COOOM.

N
_ IOKYMEHT NOAAMGC
JAMpEKTOP: 3nEKTPOHHON n@ﬂmmﬁwm [1.B.

C npukazoM 03HaKOMJICHBI:

Ceptudmkat: 3A3B91075CB940B673A6036C5BCBEF3B
Bnapeneu: MYHUUWNATNBHOE OBLEOBEPA3OBATESIbHOE
YUYPEXXAEHWE "LUKOJA Ne 3" FOPO[IA ANYLWTA

nvpexTop Kanu6posa flapuca BuTanbesHa

[feictButenen: ¢ 20.07.2022 no 13.10.2023




[Ipunoxenne 1

K npukasy ot 30.12.2022 Ne397/1

Cnucok

XPpaHCHHUA MAaTEePHUAJbHBIX HOCHTeJel n JIMII,

OTBETCTBCHHBLIX 32 COXPAHHOCTD

CbeMHBIIl HOCHTEIb HH(OPMAITUU
(MaTepuaJbHBIA HOCUTEJIb)

MecTo0 XpaHeHUus

OTBeTCTBEHHOE 32
XpaHeHue JINIO

JInunbIe nema paOOTHUKOB

Ceti myist TOKyMEHTOB B KaOUHETE
JMPEKTOpa

TpynoBble KHUKKHA COTPYAHUKOB

Ceti( B kabuHeTe nupeKTOpa

JIMpEeKTOp LIKOJIbI

JlnaHble nema 00yJarmuxcs

3anuparoniuiics mkad ms
JIOKYMEHTOB B KaOMHETe CEeKpeTaps

XaBaeBa E.A.

HepCOHaJ'ILHHe JaHHBIC 06yqafom1/1x051

Kabunet ucropuun

Anapuumn H.B.
Kouepra O.A.
I'puaun C.A.

[lepconanbHble TaHHBIE 00YYarOMIUXCS

Kabuner pycckoro si3plka u
JUTEpaTypsl

[Taxmuua U.A.
Kouynosa JI.B.
Temepkas 3.K
Mobannaesa D.111.
Hsanosa C./].
Jlememena K.1O.
Hemuna O./1
Jemunkona JLA.

[lepconanbHble TaHHBIE 00YYarOMIUXCS

KabOuner mateMaTuku

Apomxko JI.H.
I'puauna M IO.
[Tsatkos K.B.

HCpCOHaJ'H:HLIC JaHHBIC 06yqaronmxc;1

Kabuner HHOCTPAaHHOT'O A3bIKa

JleontheBa H.M.
Kopuirok I1.51
Ko63aps B.B.
IMamsa AJL

[lepconanbHble TaHHbIE 00YYAOIMINXCS

Kabuner xumum,

Bapnasckas H.C.




[lepconanbHbIe JaHHBIE 00YYAIOIINXCS

KabGuuner ouonoruu

Bricomkas O.H.

[Tepconanbuble JaHHBIC OOyUaromuxcs | Kabuner reorpaduun Tnyuicosa O.B.
P s yaaom P Pebpoga E.II.
[Tepconanbable qaHHBIC OOyvaromuxcs | Kabuner dhuszuku OcmanoBa A.M.

[lepconanbHbIe JaHHBIE 00YYAOIINXCS

Kabuner undopmaruku

Vcemanenko U.H.
Kosanes C.A.
Hosukos P.C.

HepCOHaJ'ILHHe JaHHBIC 06yqafom1/1x051

Cnopt3an

SApomeuy O.1O
Mopoxogckas M.H.
boes E.O.
Ckpsuios B.JLL

[lepconanbHble TaHHbIE 00YYarOMIUXCS

Kabuner TexHonornu

bammposa V..
[Ipsoxenuesa O.A.

HepCOHaJ'ILHHe JaHHBIC 06yqafom1/1x051

Kabuner my3biku

bapuesa A.10.

[lepconanbHble 1aHHbIE 00YYarOIMIUXCS

Bbubmmoreka

Baiino 10.B.

[lepconanbHble TaHHBIE 00YYarOIMIUXCS

KaOuneT HavaJIBLHBIX KIACCOB

Cocauna M.I
Kpewmep O.B.
[TsaTkosa JI.B.
MapteiHoBa E.M.

[lepconanbHble TaHHbBIE 00YYarOMIUXCS

KaOuneT HavaJIBLHBIX KIIACCOB

MapresnoBa I'. A
[ITymakosa B.B.
Axynosa JL.A.
Munymkuna 10.A.

HepCOHaJ'ILHHe JaHHBIC 06y11a10m1/1x051

KaOuHeT Ha4YallbHBIX KJIACCOB

bpaysp B.B
Mamesnosa E.B.
Kpaitnsix O.I1.
KpaBuenko 1N.A.

[lepconanbHble TaHHbIE 00YYAOIMIUXCS

KaOuHeT HavaJIbHBIX KIIACCOB

babuu U.B.

I'oncansec .M.
Kyxanosa M.M.
I'maseipuna U.N.

HCpCOHaJ'H:HLIC JaHHBIC OﬁyanOH_[I/IXCH

Kabuner 3am aup o AX]]

KpaBuenko 1.A.




[Ipunoxenue 2 k npukasy ot
30.12..2022 Ne397/1

NHCTPYKIUA

moJib30BaTeJid 1mo paﬁoTe C IePCOHATBHBIMHA JAHHBIMU

1. O01mme moJ10KeHUs

1.1.Hacrosimas MHCTpYyKIUS onpeensieT ooIue npaBuia padotel corpyaHukoB MOY «lllkoma Ne3
uM. A.H.Kpucanosa» r. Aiymrsl ropoj ¢ NI€pCOHAIbHBIMU TaHHBIMH.

1.2.IlepconanbHbie TaHHBIC B 3JEKTPOHHOM BUIE 00pabaThiBacTCsl B MHPOPMAITMOHHBIX CHCTEMax
MEePCOHANIBHBIX JAHHBIX. Tak)ke yCTaHaBIMBAETCA OCOOBIA MOPSIOK OOpabOTKM U XpaHECHHS
MEPCOHAIIBHBIX JIAHHBIX, COACPKANTUXCS HA OYMa)KHBIX HOCUTEIISX.

1.3.ITonb3oBatenem siBrsgercs Kaxasii corpynHuk MOV «lllkoma Ne3 um. A.H.Kpucanoa» T.
AnymThl, y4acTBYIOIIMKA B paMKax CBOMX (DYHKIMOHAIBHBIX OOS3aHHOCTEH B Mpolleccax Kak
ABTOMATHU3UPOBAHHON 00pabOTKH, Tak 1 00pabOTKU O€3 HCIOIb30BaHMS CPEICTB ABTOMATH3AUU
MEPCOHANBHBIX JAHHBIX, & TAK)K€ UMEIOIIUN JOCTYI K anmapaTHbIM CPeJCTBaM, IPOrPaMMHOMY
00ecne4yeHnI0, HOCUTENAM UHPOPMALUU U CPEICTBAM 3ALUTHI.

1.4.Ilonp30BaTenib B CBOEM pabore pykoBoAcCTByeTcss Hacrosiued Wucrpykuueit, IlpaBunamu
00pabOTKH MEePCOHATBHBIX JaHHBIX, PYKOBOISIIUMH U HOpMAaTUBHBIMH JokyMeHTamu PCTIK
Poccun u ®Cb Poccun u apyrumu gokymentamu MOY «lllkona Ne3 um. A.H.Kpucanosa» r.
ATRymTHI, periiaMeHTUPYIOIUMU 00pa0OTKY MEPCOHATBHBIX TAHHBIX.

1.5.Meroanueckoe pykoBOACTBO Mo padore I[lomp3oBarenst OCYyHIECTBISIET OTBETCTBEHHBIH 3a

OpraHu3anunuro O6p8.60TKI/I NEPCOHAIBHBIX TaHHBIX.

2. TepMHUHBI M onpe/ieJIeHUS

2.1. TlepcoHajbHble JaHHbIe - Jr00as MHQPOpPMALUS, OTHOCALIAACA K MPSIMO WJIH KOCBEHHO
OTIpe/IelIEeHHOMY, WIIH OTIpeieNiieMOMY (PU3UUYEeCKOMY JIUIY (CYOBEKTY NepCOHAIbHBIX JAHHBIX ).

2.2. O0pa0doTka NepCcOHAJBHBIX JAHHBIX - J1000€ jAelcTBHE (Oomeparusi) WIM COBOKYIMHOCTb
neicTBuil (omepaluii), COBEpIIaeMbIX C HCIHOJb30BAHHWEM CPEJICTB aBTOMAaTHU3allMu WM 0e3
UCTIOJIb30BaHUSI TAaKUX CPEICTB C IEPCOHAIBHBIMU JaHHBIMM, BKJOYas cOOp, 3amuch,
cUCTeMaTH3alliio, HAKOIUIEHUE, XpaHeHHe, yToOUYHeHne (0OHOBIIEHUE, U3MEHEHUE), U3BIICUCHHE,
UCIIOJIb30BaHue, Iepenadyy (pacrnpocTpaHEeHHe, MNpeoCTaBiIeHHe, AOCTYI), O0O0e3IMYKMBaHUE,
OJIOKMpOBaHKE, YAaJeHHEe, YHUUTOKEHHUE IEPCOHATBHBIX JaHHBIX.

2.3. ABTOMATH3HPOBaHHAsi 00pPadoOTKa NMEPCOHAJBHBIX JAHHBIX - 00pabOTKa IMMEPCOHATBLHBIX
JTAHHBIX C IIOMOIIBIO CPEJICTB BHIYHUCITUTEIBHON TEXHUKH.

2.4. PacnpocTpaHeHHe MeEpPCOHAJIBHBIX JAHHBIX - JIEHCTBHs, HAIpaBICHHbIE Ha pPACKPBITHE

MEPCOHAJIbHBIX JAHHBIX HEOMPEACICHHOMY KPYTY JIUII.



2.5. IlpenocraBiieHHe NePCOHATbHBIX [JAHHBIX - JICHCTBHS, HAIpaBICHHbIE HA PACKPBITHE
NEPCOHAIBHBIX JJAaHHBIX OIPEIEICHHOMY JIHUIY WIH ONPEACIEHHOMY KPYTY JIULI.

2.6. WndopmanmonHasi cucreMa nepcoHaJbHbIX AaHHbIX (MCIIJH) - COBOKYIHOCTb
cofepkalxcss B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX UM O0ECTIEYMBAIOIIUNX X 00pabOTKy
UH(POPMALMOHHBIX TEXHOJIOTUN U TEXHUYECKHX CPEJICTB.

2.7. ABTOMATH3HMpOBaHHOe padoyee MecTo (APM) - mporpaMMHO- TEXHMYECKHH KOMILIEKC,
nocpeacTBOM  Kotoporo [lomb3oBaTens  BBIMOJHSAET CBOM  JIOJDKHOCTHBIE  OOSI3aHHOCTH
(epcoHaNbHBINA KOMITBIOTEP, HOYTOYK, TEPMHUHAT H T.I1.).

2.8. HecankuuonupoBauublii goctyn (HC) - noctyn k uHpopmamnmu, Hapylmaoomui npaBuia
pasrpaHUyeHMsl JOCTYyIA C UCIOJb30BAHUEM IITATHBIX CPENCTB, MPEAOCTABISEMBIX CPENCTBAMU
BBIYUCIIUTEIbHON TEXHUKHU UM aBTOMAaTU3UPOBAHHBIMH CUCTEMaMHU.

2.9. IlocTopoHHHMeE JIMIA - NI, KOTOPBIE HE UMEIOT ITPaBa CaMOCTOSTEIBHOTO IOCTYIIA B IOMEIIIEHUE

u (W) He UMEKT mpaBa camoctoarenbHoro jnocryna B UCIIJIH u (mnM) He MMEIOT JOMycKa K

HEePCOHAIbHBIM JJaHHBIM.

2.10. CpenctBo 3ammThl HHGOPMAMU OT HecaHKUIHOHUpoBaHHOro gocryna (C3U or HCJ) -
IPOrpaMMHOE, TEXHHYECKOE WM HPOrpaMMHO-TEXHHYECKOE CpEICTBO, HANpPaBICHHOE Ha
OPEJOTBPALIEHUE WM CYIIECTBEHHOE 3aTpyJHEHHE HECaHKIMOHMPOBAHHOIO JOCTyNa K
uHpopmanuu.

3. O0S3aHHOCTH 0JIH30BATEIA

3.1.He pasriamare nepcoHaibHble JaHHbIE, KOTOPbIE OYyyT 1OBEpEHBI WIIM CTAHYT U3BECTHBI B XOJI€
pabouero nporecca BO BpeMsl BHIIOTHEHUS JOJDKHOCTHBIX (JIOTOBOPHBIX) 00s13aHHOCTEH.

3.2.He coob6maTh yCTHO MM NMUCHbMEHHO, HE MepeaaBaTh B KaKOM-JIMOO BHUJI€ TPETbUM JIMLAM U He
pacKphIBaTh IMyOJMYHO NMEPCOHANbHbIE JaHHBIE 0€3 COOTBETCTBYIOIETO pa3pelieHNus AUPEKTOpa
MOV «llIkona Ne3 um. A.H.Kpucanosa» r. Anymrsl.

3.3.3HaTh U BHITIOJHATH TPEOOBAHMS 3aKOHOAATENbHBIX akTOB Poccuiickoit deneparu, HacTOSIIECH
WHCTpyKIIMU U ApYyruX BHYTPEHHHUX JOKYMEHTOB, PErJaMEHTHPYIOIIHUX MHOPSAIOK 00pabOTKH
NEPCOHAIbHBIX JaHHBIX.

3.4.Bemonuarte Ha APM Tonbko Te mpouenypbl 00paOOTKH MEPCOHATbHBIX JaHHBIX, KOTOpHIE
OIpEEIIEHB] JOJKHOCTHOM HHCTPYKIIUEH.

3.5.3HaTh U cOOMIOJATh yCTAHOBJIEHHbIE TpeOoBaHMsS OOpaOOTKM IMEPCOHANbHBIX JAHHBIX, YUYETY,
XpaHEHMIO U TepechbUlke HocuTenel nHpopMaly, o0ecredeHno 6e30MacCHOCTH MePCOHATbHBIX
JTAaHHBIX.

3.6.Mcnonb30Barh AJ1 XpaHEHUs NIEPCOHANIBHBIX JTAHHBIX TOJIBKO OIPE/IEIICHHBIE MECTa XPaHEHUS U
YUTEHHBIE HOCUTEJH MEPCOHATBHBIX JTaHHBIX.

3.7.He3amennurensHo, B KpaTyauuime CpOKH, coo0miare MOV «lIlkoma Ne3 um.
A.H.KpucanoBa» r. AnymTsl 00 yTpaTe WIM HeAocTaye HoOcUTeNned uHbopMaiuu,
YIIOCTOBEpPEHUH, MPOIMYCKOB, KIIOYEH OT MOMELIEeHUH, XpaHUIuI, ceioB U 0 Apyrux Qaxrax,
KOTOpBIE MOTYT MPUBECTH K PA3TJIAIICHUIO IEPCOHATbHBIX TAHHBIX.



3.8.IIpu npekparieranu padboT (TPYAOBBIX OTHOIICHUI) BCE MAaTepHAIbHBIE HOCUTEIHU, COJEPIKaIINe

NEPCOHATIBHBIC JTaHHBIC (q)HeH_I-HaKOHI/ITCJII/I, JAUCKCTBI, OIITUYCCKUC OUCKH, OOKYMCHTBI,

YCPHOBHKHU, paACIICHATKHU Ha IPUHTCPAX, KUHO- U q)OTOMaTepI/Ia.HBI, MOZCIIN, MPOMBIINIJICHHBIC

00pas1iel U 11p.), iepeaarh aupekropy MOV «lllkona Ne3 um. A.H.KpucanoBay r. AymTsl.

3.9.CobmonaTh TpeOOBaHUS TAPOIBHON MOMUTHKH (pa3zaen 4).

3.10.
3.11.

3.12.

3.13.

3.14.

3.15.
3.16.

3.17.

3.18.

CobnronaTth TpeOOBaHUS AaHTUBUPYCHOM 3alTUTHI (pa3aen S).
ITonp3oBareny, nMerommue BeIxo B IHTepHeT, 00s3aHbl cOOMI0JaTh NpaBuiia npu padore
B CETSIX CBS3M OOIIETO MOJIb30BAaHUS U (WJIM) CETAX MEXIYHApOIHOTO HH()OPMAIIMOHHOTO
obOMmeHa (paznen 6).
[Tonp3oBarenu, paboraromue c AIIEKTPOHHON TMOAMUCHIO WU

UCHojib3ytone mudpoBanue, 00s3anbl co0a0aaTe NHCTPYKIMIO O 00paIIeHUIo CO
CpeAcTBaMU KpUNITOrpaduyecKoi 3amuThl HHPOPMAIUH.
DKpaH MOHMTOPA B IOMEIIEHNUHU pacloiaraTb BO BpeMs paboThl TakK, YTOObI HCKIIOYAIACh
BO3MOKHOCTh HECAaHKLIMOHMPOBAHHOI'O O3HAaKOMJIEHHS C OTOOpakaeMoil Ha HHUX
uHbopManuel MOCTOPOHHUMH JIMIIAMH, LITOPbI HA OKOHHBIX NpOeMax JOJDKHBI OBbITh
3aBellaHbl (KAJIF03H 3aKPBITHI).
O00 Bcex BBIBIECHHBIX HAPYLICHUSX, CBSI3aHHBIX C MOPAIKOM 00pabOTKH MEePCOHAIBHBIX
TAHHBIX, a TAKKE JJIS TIOYYEeHUI KOHCYIBTAIMH 110 BOIIpocaM 00padOTKH epCOHATBHBIX
JTaHHBIX, HEOOXOJMMO OO0pamarhCsi K OTBETCTBEHHOMY 3a OpraHU3alui0 00paboTKH
MEPCOHATBHBIX JAHHBIX.
Ilonv3oeamenam 3anpeuwjaemca:
Hapymate ycranoBnennsie B MOY «lllkoma Ne3 um. A.H.KpucanoBa» r. Anymrsl
WHCTPYKIIHUHU TI0 pabOTe ¢ IEPCOHANBHBIX JIAHHBIX.
Vcnonb30BaTh KOMIOHEHTHI IPOrpaMMHOTro M ammnapatHoro obecnedenus MOV «lllkona
Ne3 nm. A.H.KpucanoBa» r. AJTymTsl B HECITY)KEOHBIX LESIX.
OctaBiaTh cBOe paboyee MecTo O€3 MPUCMOTpa, PEIBAPUTEIBHO He 3a0J0KUPOBaB

(WTaTHBIMU CpEACTBAMH OTEpaIMoHHON cucTeMbl Windows — KOMOWHAIMEH KITaBHII

[WIN] + [L] wim [CTRL] + [ALT] + [DEL] ¢ nanpHeiimmm HakatueMm KHONKU «BIOKUpOBKa»
MOSIBUBIIETOCS] MEHIO, TUOO TP TOMOIIIH ITATHBIX CPEJICTB 3aLUTHI

3.19.
3.20.

3.21.

3.22.

3.23.

WNudopmanuu oT HECAaHKLIIMOHUPOBAHHOT'O IOCTYIA IPU UX HAJIMYHH).

OcraBnaTh 6€3 NpUCMOTpa UM HeyOpaHHBIMU B XpaHuiuiia (mkad, celid) Hocutenu uim

JOKYMEHTBI, COJIEpKalIie IEPCOHAIbHBIC JAHHBIE.

3anuceIBaTh U XpaHUTh MEPCOHATIBLHBIC JaHHBIE HA HEYYTEHHBIX HOCUTENSX HH(pOpMaIUn

(onTHYECKUX AMCKAX, TMOKUX MarHUTHBIX TUCKaX, (IIEII- HAKOTUTENAX U T.II.).

CaMOBOJIBHO U3MEHATh COCTaB W KOH(UTYpAlMI0 HCHOJIb3YEMBIX IPOrPAMMHBIX,

anmapaTHeIX, [POTrPaMMHO-ANIMAPaTHBIX  CPEJCTB, CaMOBOJIbHO
YCTaHABIIMBATh MPOrpaMMHOE OOecreyeHHe, OTKIIYaTh/TIOAKII0YaTh 000py10BaHUE

WA U3MEHSTh PEKUMBI €10 padoThI.

CamoBoisibHO nogxiarodate APM nnu npyrue cpeacrsa, usMmenarts [P-anpec, MAC-angpec

U UHbIE HAaCTPOiiku cetu APM.



3.24.

3.25.

3.26.

3.27.

3.28.

3.29.

IIpon3BoauTh A€CTBYS, HAlIpaBJICHHbIE HA TIOJYyYEHUE HECAHKIIMOHUPOBAHHOTO JOCTYIIa

K APM u cepBepam, paBHO Kak | JIOOBIM JPYTrUM y3jiaM wid VIHTEepHET, B TOM YHCIIe:

e JelicTBUA, HAINpaBJIEHHbIE Ha HAapyLIEHHE HOPMAIbHOIO (YHKIMOHUPOBAHMS
DJIIEMEHTOB CE€TH  (KOMIIBIOTEPOB, Jpyroro CETEeBOr0 000PYIOBaHUS WIIH
IPOrPaMMHOTO OOECTICUeHH);

® yCTaHOBKa IIPOrpaMMHOI0 00eceueHus], OCYIIECTBISIOIIEro epexsaT HHGopMauu

(MH(pOPMAIMOHHBIX [TAKETOB), aJJPECOBAHHON APYTUM I10JIb30BATEISM;

e JICHCTBUS, HANpaBICHHbIE Ha IIOJIy4YEHHE HECAHKIMOHMPOBAHHOIO JOCTyNa K
MH(GOPMALIMOHHBIM pecypcam, B OCIEIYIOIEM UCII0Ib30BaHUU TAKOTO AOCTYIIA;

®  VHUYTOXKEHHE, MOIU(UKAIUSA TMPOrPaMMHOrO OOECleYeHUsT WM JaHHBIX 0e3
COIJIACOBAHUS C IUPEKTOPOM WJIU BIIAJENbIIAMU 3TOTO PECYPCA;

® TONMBITKH MOaOOpa mTapojei K JoObIM HHGOPMALMOHHBIM pecypcaM MeETOJ0M
nepebopa BceX BO3MOXKHBIX BAPHAHTOB MapoJIieH, MO0 aTak Mo CIOBapIo;

®  YMBIIUICHHbIE JEHCTBUS 1O CO3JAaHUIO, MCIOJNb30BAHUIO U PaCHPOCTPAHEHUIO
BPEJOHOCHBIX ~IIPOrpaMM, B TOM UHCJIE€ HaIpaBJIECHHbIX Ha IOJIy4E€HHUE
HECAHKIIMOHMPOBAHHOTO JIOCTyNMa K JIIOOBIM HH(GOPMAIIMOHHBIM U CIY)XKEOHBIM
pecypcam (kak BHYyTpH MOV «lllkomna Ne3 um. A.H.KpucanoBa» r. AnymTsl Tak
BHE), TM0O0 Ha HapyIIEHUE LIEJTOCTHOCTH U pabOTOCIOCOOHOCTH 3TUX CUCTEM;

e  JICHCTBUS MO CKAaHMPOBAHHUIO JOKAJIILHOM CETH C LEJIbIO ONPEEICHUs €€ BHYTpEHHEN
CTPYKTYpBl, CIHMCKOB OTKDPBITBIX IIOPTOB, HAaJIM4us CYIIECTBYIOLUIUX CEPBHUCOB H
ySI3BUMOCTEM.

CaMOBOJIBHO U3MEHSATH [TapaMeTphl CPEACTB 3AIIUThHI HHPOPMALUH (B TOM YHCIIE U CPE/ICTB
aHTUBHUPYCHOM 3aIllUTHI), a TAaK)Ke 3aBeplIaTh UX pabOTy M (MJIM) CaMOCTOATENBHO MX
yCTaHaBIIMBATh.

CamocrosaTenbHO pa3pabaThiBaTh WM UCIOIb30BATh HEPETrJIaMeHTHpOBaHHbIe (03

paspelIeHns: AUPEKTOpa, He OTHOCSIIUECS K TPOU3BOICTBEHHOMY IPOLIECCY) IPOTrPAMMBI

(manpumep: urpsl; IM-knuenTsl, Takue kak Google Messenger, ICQ u 1.11.; P2P-knuenTsr:

Kazaa, eMule u 1.11.).

Pazpemats mocroponHuM JuiamM paboTtaTth 1o cBoer yuetHou 3anuckio B UCIH.

IlepecbutaTh nepcoHanbHBIE JAHHBIE 10 KaHAJIAM CBSI3M B OTKPBITOM BHUJE, B TOM UHUCIE
WNutepuer, no tenedony, pakcy, 3IEKTPOHHON OYTe U T.11. (0€3 UCII0JIb30BAHUS CPEJICTB
mppoBaHus).

[ToryyaTh AOCTYN K NEPCOHAIBHBIM JIaHHBIM C paboO4YMX MeECT, HE 00O0pYIOBAHHBIMHU
HEO0OXOIMMBIMU CPEICTBAMU 3alUTHl HHGOPMAIUH.

3.30. CamMOBOJIBHO CO3/1aBaTh COBMECTHO UCIIOIb3yEeMbIE CETEBBIC peCypChI (ITANKK OOIIETO JTOCTYIIA)

Ha CBOMX KOMIIbIOTEpax MU (aillIoBBIX cepBepax, HE CAHKIMOHUPOBAHHO YIANSTh WU

HU3MCHATH IIpaBa AOCTYIIA K HUM.

3.31. B ciiyuae BO3HHMKHOBEHHS JIOOBIX MEXaHHMUYECKHX HEHWCIPABHOCTEH B 0O0OPYHIOBaHUH

OCYIICCTBIIATE CAMOCTOATCIIBHBIC ITOIIBITKH UX YCTPAHCHUA.

3.32. IlpenarcTBOBaTh MODKHOCTHBIM JIMIAM TP TIPOBENEHUHM TPOBEPOK M  CIY)KEOHBIX

pacciieloBaHMi, CBA3aHHBIX ¢ o0ecreueHreM 0e30MacHOCTH UH(pOpMaLUH.



3.33. YaansaTh WM UCKaXaTh MPOTpaMMbl M (ailiibl ¢ MEPCOHATIBHBIMHU JaHHBIMU U MHON Ba)KHOM
uHpopmanuel (Hanpumep, CUCTEMHOM, HeoOxoaumMoit st pynkunornuposanust MCITnH).

3.34. YMBIIUIEHHO HCIOJIb30BaTh HEAOKYMEHTHPOBAHHbBIE CBOWCTBA M OMIMOKKM B HPOTPaMMHOM
oOecrieyeHnn WIM B HACTPOMKaxX CPeICTB 3alIMThl, KOTOPBIE MOTYT HPHUBECTH K
BO3HUKHOBEHHIO BHEITATHON curyanmuu. OO0 OOHApY)KEHHWU TAaKOro poja OMHOOK -
CTaBUTh B M3BECTHOCTb PYKOBOAMTENS CBOETO TMOJPA3AEICHUS M COTPYAHUKOB,
OTBETCTBEHHBIX 3a YCTAaHOBKY M (MJIHM) COIMPOBOXKJEHUE MPOrpaMMHOr0 oOecredyeHus
(AnMuHuCTpaTOpa 0€30MaCHOCTH MEPCOHAIBHBIX TAHHBIX B MHPOPMAIIMOHHBIX CUCTEMAax
MePCOHAIIBHBIX TAHHBIX (Jlajiee - aIMUHUCTPATOP OE30MIaCHOCTH)).

3.35. lloaxmiouaTe JMYHBIE CPEACTBA BBIUMCIUTEIBHOM TEXHUKH: HOYTOYKH, KapMaHHBIE
KOMITBIOTEPBI, CMaPT(OHBI U T.I1., & TAKXKE JTMUYHBIE HOCUTEIH U HAKOIIUTEIU HHPOPMAIUH.
B cnydyae HeoOxomumocTH mepeHoca MH(GOpMAIMK ¢ JIMYHBIX HOCUTENeH mH(opMmammu

o0pamaThCcsi K OTBETCTBCHHBIM.

4. TTapoJibHAasi MOJTUTHKA

4.1.06wue mpebosanus Kk napoisim:

4.1.1. MunumanbHoe TpeboBaHue: OYKBEHHO-IIU(POBON apOIIb.

4.1.2. XKenarenpbHO HCIOJB30BaTh OYKBBI B BEPXHEM IJIM HIDKHEM PErucTpax, Mu(pbl Win
crieranbHbie CUMBOJIBI (Hanpumep: ~! @ #$ % a & * () _-+=|\?2/., ;[ { }<>.
U T.IL.).

4.1.3. MuHuMalTbHAs IJTHHA TIApoJIsi: He MeHee 6 (IIECTH) CUMBOJIOB.

4.1.4. MakcumanbHbIN Cpok faeicTBUs maposist: 90 CyTok.

4.1.5. 3anpeT UCIoNIb30BaHMsI TPEX PaHEE UCIOJIb30BABIINXCS MTAPOIeH.

4.1.6. ITapons Ilonb30BaTens He JOJKEH BKIIIOYATh B C€Os JIETKO BBIUMCIIAEMBIE COYETAHUS
CHUMBOJIOB, OOILETIPUHSATHIE COKpAILEHUsI, UMEHa, (paMHUIINU, TOJKHOCTH, TOJ POXKACHMUS,
HOMeEp MacrnopTta, TabeabHbI HOMep, HHYI0 nHpopmanuio o Iloas3oBaTene, TOCTYMHYIO
JTPYTHM JTUIIaM.

4.1.7. 3anpemniaeTcsi MUCIHOJIb30BAaTh B KAueCTBE MApOJII OAUH M TOT K€ TMOBTOPSIONIUNCS
CUMBOJI JIMOO MOBTOPSAIONIYIOCS KOMOWHALIMIO U3 HECKOJIBKUX CHMBOJIOB.

4.1.8. 3amperniaercs CIOJIb30BaTh B KAYECTBE MAapOJIsi KOMOMHAIIMIO CHMBOJIOB, HAOMPaeMBIX
B 3aKOHOMEPHOM TOPsIIKE Ha KiIaBuarype (Harnpumep: 1234567, qwerty u T1.11.).

4.2.1lpasuna ucnonv3oeanus naponeil:

4.2.1. XpaHUTh B TaifHE CBOMU MapoJib, HE COOOIIATh €r0 APYTHM JIUIIAM.

4.2.2. He npenoctasisate poctyn B UCIIIH apyrum naumaM moj cBoei y4eTHOH 3aluchio U
napoJseM.

4.2.3. I3MeHsTh CBOW MapoJib MpH TIEPBOM TPEOOBAHWH TIOJIUTUKHU TAPOJIeH OTeparmoOHHON
cuctembl w/umu UCIIn.

4.2.4. Bo Bpems BBOJIa TapoJieit HEOOXOIMMO UCKITFOUYUTH BOBMOXKHOCTB €T0 TIOJICMaTPUBAHUS

MMOCTOPOHHHUMU JIMIIAMHU UJIU TCXHUYCCKUMU CPCACTBAMHA (BI/I)IeOKaMepBI n I[p)



4.2.5. 3anpermiaeTcs 3aMMChIBaTh CBOM TApPOJIM B OUYEBUAHBIX MeCTaX, BHYTPEHHOCTHU
AIIUKa CToNa, Ha MoHHTOpe APM, Ha 00paTHOI CTOPOHE KIIABUATYPHI U T.II.
4.2.6. 3anpermiaeTcst XpaHUTh MAPOJIM B 3aIIICAHHOM BHUJI€ Ha OT/ENIbHBIX JINCTaX Oymar.
4.3.Cmena, yoanenue nuuno2o napoas niodozo Ilonv3osamens npouzeoo0umcs 8 cieoyrouux
cnyuasx:
4.3.1. B CJIydae MoJA03PEHHS Ha KOMITPOMETAIIMEO TIapOJIs;
4.3.2. 10 OKOHYAHHH CPOKa JICHCTBHS;
4.3.3. B cimyyae NpeKpameHus MOJTHOMOYMK (YBOJBHEHHE, MEepexo] Ha IPYryi pabdoTry
BHyTpH) Iloap30BarTens mocie OKOHYAHHsS MOCIEIHEro ceanca paboTsl B MH(POPMAIIMOHHBIX
cucTeMax NepCOHANIbHbIX JaHHBIX;
4.3.4. [0 YKa3aHWIO OTBETCTBEHHOTO 3a OpraHu3anuio 00pabOTKH MNEepCOHATBHBIX
JTAHHBIX.
4.4.11pu yBOJIbHEHHUH, [IEPEX0/I€ HA HOBYIO JOJLKHOCTH COTPYIHUKA, UMEIOLLET0 JOCTYI IOMUMO
CBOEH y4eTHOM 3aIlucu K JpyTUM pecypcaM (MEKCeTeBble IKPaHbl, MapIIPYTU3ATOPbI, CEPBEPHI,
Jpyrue ydeTHble 3alHMCHU U T.I.) TaKKe NPOM3BOJUTCS BHEIUIAHOBAs CMEHA HapoJiell K TakuM

pecypcam.

5. IlpumeHeHHe JUYHBIX HAEHTUPUKATOPOB B HHPOPMALMOHHOI cUCcTeMe MePCOHATbHBIX
AAHHBIX

5.1.IIpuBs3ky uaeHTUGHUKATOpPA K MOJIb30BATENIO0 (YUETHOW 3amUCH) BBIIOJHSET aJMUHUCTPATOP
0€30I1aCHOCTH.

5.2 ITonp3oBarenu UCII/IH nonyyatoT cBoil uaeHTU(UKATOP Y aIMUHHCTpAaTOpa 0€30MaCHOCTH.

5.3.ITonp3oBarens MCII[IH 00s3aH XpaHUTH CBOM JIMYHBINA HAECHTH(PHUKATOP B HEIOCTYMHBIX JUIS
JIPYTUX COTPYAHUKOB XpaHWINIIAX.

5.4 ITonp3oBarento MCIT/IH 3anperaeTcs nepegaBaTh CBOM JIMUHBIN HIEHTU(UKATOP.

5.5.B caywyae yrepum nuuyHOro wuaeHtudukaropa, noab3zoBarenb MNCII[IH nomkeH HeMeIIeHHO
JIOJI0KHUTH 00 3TOM aMUHUCTpATOPY O0e301acHOCTH UH(POPMALIUH.

5.6.B cinyuyae mpekpaiieHuss TOJTHOMOYMHA ydeTHOW 3amucu noiab3oBarens MCIIJIH (yBonbHeHMe,
nepexoj Ha Apyryro padoTy, B Ipyroil 0Taen Ui MoMeIleHHe, a TakKe Apyriue 00CTosITeNbCTBA)
yueTHasi 3aluch JOJDKHA OBbITh YyAalieHa, a e¢ MWJIEeHTU(PUKATOp JODKEH OBbITh claH
aJIMUHUCTpATOpPy 0€30MacHOCTH MH(POPMAIMK TIOCJIE€ OKOHYAHHS TOCJIEIHETO ceaHca paboThl
nanHoro nonb3oBarens B UCI/IH.

5.7.B cnydae KOMIpOMETallud WK yTepU JTUYHOTO HACHTH(PUKATOPA TOJIB30BATEIS CIIEITUATICTOM

10 3alUTe UHPOPMALIUHU TOJKHBI OBITH HEMEJIEHHO TPEANPHHSTHI MEPHI B COOTBETCTBUHU C II.
5.7 nacrosmen UHCTpyKINHA.

5.8.AaMuHuCcTpaTOp O6€30macHOCTH MHPOPMALIUU JOJDKEH MPOBECTH CIIYy>KEOHOE pacciieloBaHHUe IS
BBISICHEHHUS] TNPUYMH KOMIIPOMETALMU HJIEHTH(UKAaTOpa C Leibl0 BBIPAOOTKM HOBBIX WU
COBEPILICHCTBOBAHUS NPUHATHIX TEXHUYECKUX U OPraHU3aLUOHHBIX MEp 10 YCTPAaHEHUIO TAKOMU
yrpo3sl B OynyIlleM, a TakKe BBISICHEHUIO BEJIMYMHBI yiiepOa, KOTOPhIA MOXKET ObITh HaHEeceH

cOOCTBEHHUKY MH(POPMAIIMOHHBIX PECYPCOB.
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6. AHTMBHpYCHAas 3alIUTA

6.1.B ciydyae OoTCyTCTBHS IITAaTHBIX (PYHKIHMH aHTHUBHUPYCHOM MPOTPAMMBI, MPEIyCMaTPUBAIOLINX
ABTOMATUYECKYIO MPOBEepKy (aiiios, [lomp30Barens 00s13aH OCYLIECTBISTH MPOBEPKY (ailnios,

IIOJIy4aeMBbIX:
® 110 DJIEKTPOHHOM I1OYTE;
e uepe3 ceTb MHTEpHET;

® HAa MarHUTHOM, ONITUYECKOM JHCKE, (hIIelI-HaKOIHUTEIE;

® UHOM CbEMHOM HOcHUTelle HH(popMaIumy;

® [I0JIy4EHHBIE UHBIM CIIOCOOOM.
6.2.1lepen OTKpBITHEM BIIOKEHUS (CCBUIOK) YOEIUTHCS B TOM, YTO OTHPABUTENb JEHCTBUTEIBHO
1ocyaj BaM 3TOT (aiin, Jaxe ecau OH W JOJDKeH Obul 3To chenaTh. [lo3BoHuTe emy camu. He
JIOBEpsIiTE MMEHU OTIIPABUTENS U YKa3aHHBIM B TEKCTE MMMCbMa HOMepaM Telle(hOHOB, a TAKXKe JIMLaM,
MO3BOHUBIIMM BaM CaMOCTOSITEIBHO C IPOChOOI OTKPHITH (haiiiibl U IPOMTH IO CCHUIKAM.

6.3.1lonv308amento 3anpewjaemcsi:

6.3.1. OcyiecTBisTh ACUCTBUS, HANpaBlICHHbIE HA BBIKIIOUYEHUE AHTUBUPYCHOM
IPOTPaMMBI.
6.3.2. CamocTosaTenbHO ycTaHaBnuBaTh Ha APM nporpaMMHoe obecrieueHue.

6.3.3. 3anyckatp (ailiibl, MOJyYeHHBIE IO CETSIM CBSI3U (AJIEKTPOHHOHU moute, MIHTepHET), co
ChEMHBIX HOCHTEJICH, Jda)ke eciad OHHM IMOJyuyeHbl MPOBEPEHHOro ajpecara, 0e3
MpeABapPUTENIbHON UX MPOBEPKH AaHTUBUPYCHOM MPOrPAMMON.

6.3.4. IIpy BOSHHUKHOBEHHH MOAO3PEHUS Ha HATMYKME KOMITBIOTEPHOTO BHpYyca (HETHIIHYHAS
paboTa nporpamm, MosiBIeHUE TpaUUECKUX U 3BYKOBBIX 3(h(HEKTOB, UCKAKECHUI TaHHBIX,
npormananue (aityioB, 4acToe MOSIBICHHE COOOIIEHUM O CHCTEMHBIX OIMMOKAaX M T.IL.)
[Tonp30BaTeTH CAMOCTOSITENIHHO HIIM BMECTE C OTBETCTBEHHBIM (CTIEIIMATTCTOM 10 3aITUTE
uH(pOpMaIMK) JIOJDKEH TPOBECTH BHEOUYEPEAHOW AaHTHUBUPYCHBIA KOHTPOJb CBOETO
pabouero mecra.

6.4.B cnyyae obHapysceHus npu nposeoeHuu aHmuUpPyCHOU NPOBEPKU UPYCHO20 3APAIHCEHUSL
Ionvzosamenu obs3anvi:

6.4.1. PUOCTAHOBUTH PaboOTYy;

6.4.2. HEeMeJIEHHO MOCTAaBUTh B U3BECTHOCTH O (haKkTe OOHAPYKEHUSI BUPYCHOTO 3apaXKCHMS
oTrBeTcTBeHHOMY (Crienuanucty no 3amure nHGopMaIum);

6.4.3. COBMECTHO C BIaJeNblIEM 3apaXEHHBIX BHUPYCOM (aiJIoB MNPOBECTH aHAIM3
HE00XO0/IMMOCTH JTaIbHEHIIIEro UX MCIIOJIb30BaHMS;

6.4.4. MPOBECTH JICYCHUE WIIM YHUUTOKEHHE 3apaKeHHBIX (haiioB.

7. Hopsinok padorsl B UCIIIH u cetu UnTepHer
7.1.Iooknrouenue k UCII/Jn u cemu Unmeprem
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7.1.1. Iensto pabots! Ilons3oBarens B UCIIAn u cetu UuTepHeT siBnsiercs c6op, 00paboTka,
XpaHEHHE MEPCOHATBHBIX JAaHHBIX, 0OMEH JIEKTPOHHBIMH COOOIIEHUSMH B CITY>KEOHBIX
LEJISIX.

7.1.2. Noctyn x UCIIIun u cetn UnTepHer npenocrasnsercs [loap3oBarensiM TOIBKO B TOM
cilydae, €ClHM 3TO HEe MPOTUBOPEUYHT TPeOOBaHUSAM HacTosAuled WHCTPYKIMM U WHBIMU
HOPMAaTHUBHBIMH JJOKYMEHTaMU B 00J1aCTH 3alIUThl HHGOpMAIUH.

7.1.3. Hocryn nonw3oBatens K UCIT/IH st 00paboTKu epcoHaIbHBIX JAHHBIX IIPOU3BOIUTCS
TOJILKO ¢ Pa0OYMX MECT, Ha KOTOPBIX YCTAaHOBJICHBI CPEJCTBA 3AIUTH HH(POPMAIIH.

7.1.4. OcnoBanueMm Juist noaxioueHus corpyaauka MOV «lllkona Ne3 um. A.H.Kpucanosa»
r. Anymwrel k HCIIJIH um cetu UHTepHeT sBiseTcss MOTUBHUpPOBAHHAs 3asiBKa
OTBETCTBEHHOMY 32  OpraHu3anmuio  oOpabOTKM  MEepCOHANBHBIX  JAaHHBIX  OT
HENOCPEICTBEHHOT0 pykoBoauTesns [lonp30Barens ¢ ykazaHueM MOJTHOMOYHM JOCTyMa K
TaKUM PECypcaM U CEPBHCAM.

7.1.5. OTBeTCTBEHHBIH 32 OpraHu3alrio 00padOTKH MEPCOHANTBHBIX JAHHBIX, THO0 COTPYIHUK,
BBIMOJHSIONINH ero GpyHkuuu, opranuzyet noaxiarouenue k UCIIAun wiu cetn UHTepHer
[Tonb30Bareneit B  YCTAHOBIEHHOM  TMOPSAIKE, OCYIIECTBISET KOHTPOJIb  HAaj
MCII0JIb30BaHUEM JIAHHBIX PECYPCOB U CEPBUCOB.

7.1.6. Tlocme BbemosHeHHMs 3amaHus OTBETCTBEHHBIM 3a OpraHu3anuio 00pabOTKH
NEPCOHAIBbHBIX JJAHHBIX COOOIIAET MOJIb30BATEIO BBIIOJIHEHNUHN 3asIBKU.

7.2.0cHosanuem 0ns omkatouenus noavzoseamens om UCII[n u cemu Mumepnem signsiromest
cneoyrouue cooblmus.
® HapylUIeHHE HHCTPYKIUN U UHBIX JJOKAIbHBIX HOPMATUBHBIX AaKTOB B 00JIACTH 3aI[UTHI
uHpopmanuu MOV «lllkomna Ne3 um. A.H.Kpucanosa» r. Amymirsr,
e yBonbHeHue [losnb30BaTens, MO0 MepeBo/] ero B Apyroe noapaszencHue.
7.3.Ilopsiook pabomul 6 cemu Hnumepnem

7.3.1. Ucnonb3oBanue corpyauukamMu MOV «lIkona Ne3 um. A.H.Kpucanosa» r. Amymrsl
cetu VHTEepHET JOMHKHO OCYILECTBIATHCS  MCKIIOUUTEIBHO JJII  BBINOJIHEHUS
JIOJIKHOCTHBIX O0S3aHHOCTEH.

7.3.2. Nudopmanus, odpa3oBanHas (0Opa3yromascs) B MpoIecce TPYAOBOU ACSITEILHOCTH
padotHuka MOY «lllkoma Ne3 wum. A.H.KpucanoBa» r. Auymtel sBisercs
cooctBeHHOCThIO MOV «Illkona Ne3 um. A.H.Kpucanosa» r. AnyluTel U HE MOMJIEKUT
MCIIOJIb30BaHUIO (B TOM YHMCJIE€ HUCIIOJIb30BAHMIO B ceTU MHTepHET Wiu ¢ MOMOLIBIO CETH
WHuTepHeT) B IMYHBIX LEJSX U (WIH) B KOPBICTHBIX HHTEPECaX JIPYTHX JIUIL (OpraHu3aIui).

7.3.3. Ilpu mpoBeneHUM TEXHUYECKUX pPAOOT, CBA3aHHBIX C HACTPOWKOW OOOPYHZOBaHUS
(KOMMYHUKaIlMOHHOE 000py/Z0BaHHE, IMPOKCHU-CEpBEpa, MapLIPyTU3aTOphl M T.I.); B
cilyyae OOHapyKeHHUsl TMOIMBITOK HECAaHKIIMOHUPOBAHHOTO JOCTyMa K MHTepHeT-ILII03y,
APM Ilonb3oBaresneil MOXKET MPOBOJUTHCSA BpeMEeHHOe oTkitoueHue llonb3oBaTeneit ot
cepBucoB cetu HurtepHer (B ciyyae IutaHoBoro oTkmoueHus Ilonb3oBarenu
YBEIOMIISIFOTCSI 00 9TOM 3a0J1arOBPEMEHHO).

7.4.1lpu pabome 6 cemu Unmepnem Ilonvzoeamensm 3anpewjaemcsi:
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7.4.1. yMBIIIJICHHOE DPACHpOCTPaHEHHWE U TOJIyYEeHHE MaTepuajioB B/W3 cetu HMHTepHerT,
IIPOTUBOpEYAIIMX 3aKOHO1aTeNbCTBY Poccuiickon denepanny, B TOM YUCIIE MATEPUATIOB,
MPOMNAaraHIuPYONUX HACKIINE WU DKCTPEMH3M; Pa3KUTAIOIUX PACOBYIO, HAITMOHATBHYIO
WIH PEIUTHO3HYIO BPAXAy; Pa3bSCHSIOMIMUX MOPSAOK U3TOTOBJICHUS W/WIKA MPUMEHEHUS
HAapKOTHKOB, B3pPBIBUATHIX BEIIECTB, OPYXKHUS U T. I.; MAaTEpPHUAJIOB MOPHOTpapuIecKOro
XapakTepa; KOMIBIOTEPHBIX BUPYCOB U JIPYTUX BPEAOHOCHBIX MPOTPaMM;

7.4.2. mnepenaBatb B ceThb VHTepHeT wuH(OpMaNMIO, K KOTOPOH B COOTBETCTBHH C
3aKOHOJATEIbCTBOM  OrPAaHUYEH JOCTyHn (TMEepCOHalbHBIE JAHHBIE, CiIy)XeOHas
nHpopmarus) 6€3 COOTBETCTBYIOIIETO Pa3PEIICHHUS;

7.4.3. dbanscudumuposars [P-agpec, MAC-aapec, uHbIe aapeca, UCIIOIb3YEMbIE B CETEBBIX
IIPOTOKOJIAX, a TAKXKe MPOUYI0 HH(POPMAIUIO MPH [Iepeiade JaHHbIX Yepe3 ceTh MIHTepHeT.

7.4.4. mpenoCTaBISITh IOCTYM B CeTh MIHTEpPHET cO cBOEH paboyeil CTaHIIMK KOMY-TTH00, B TOM
YHclie MPOrPaMMHO-TEXHUYECKUMHU CII0CO0aMU Yepe3 JTOKAIbHYIO BEIYUCIUTEIbHYIO CETh
MOY «lllkona Ne3 um. A.H.KpucanoBa» r. Anymrsl (Harpumep: myTeM
HECAaHKIIMOHUPOBAHHOW YCTAHOBKH JIOKATHHOTO MHTEpHET-1ILTI03a Ha pabodee MecTo);

7.4.5. momydarb goctyn Kk cetu WHTepHeT nro0bIMU criocoOaMu, HE MPEAYyCMOTPEHHBIMU
JNEHCTBYIOIMMU JIOKaIbHBIMU JTOKYMEHTAMHU

(Mucrpykuusamu, [IpaBunamu, Permamentamu MOY «lllkona Ne3 um. A.H.Kpucanosa»

r. Aynirer);
7.4.6. OCYIIECTBIISITh HECAHKIIMOHUPOBAHHBIN JIOCTYII K pecypcaM M CEpBHCaM CETH
HNuTepHer.

7.4.7. BoIONHATH JiedcTBUSA (B311oM, DoS (oTka3z B oOciyxkuBanuun), ARP- spoofing araku,
CKaHHPOBAaHME JIOKALHOW BBIYMCIUTENBHON CETH) HalpaBieHHbIE HAa HapyIIeHHE
(GYHKIIMOHUPOBAHUS AIEMEHTOB ceTu VHTepHeT (KOMMYHUKAIIMOHHOTO OOOPYIOBaHUSA,
CepBepoOB, pabounX CTAHIHM, IPOrPAMMHOTO 00ECTIEYEHHUS).

7.5 IIpasuna pabomut [lonvzoeameneil ¢ 31eKMpOHHOU NOYMOLL:

7.5.1. Tlomp3oBaTeny 00s3aHBI UCTIOIB30BATH JIEKTPOHHYIO MOUYTY TOJBKO JUISI BBITIOJHEHUS
CITY»KEOHBIX 00513aHHOCTEH.

7.5.2. 3anpemaetcst OTHpaBisATh (ailnibl, coaepKalile MepCOHAIbHBIE TaHHBIE B OTKPHITOM

BUJIe (HE 3amupOBaHHEIE).

7.5.3. 3ampemaercss mMaccoBas pacchlika MOYTOBBIX cooOmieHuit (6onee 100) BHEMHUM
azpecaraM 0e3 COTJIaCOBaHMS C PYKOBOJCTBOM (crama).

7.5.4. 3anperniaercs KUCIONB30BaTh HE CBOM OOPATHBIN aJpec MpU OTIPaBKE IIEKTPOHHOU
MTOYTHI.

7.5.5. 3anpermaeTcst OTHPAaBIATh MO AJIEKTPOHHOM IMOYTE HCHOJHsAEMBbIE (ailibl (0OBIYHO
UMEIOT pacUIMpeHus exe, com, bat, js, vbs u T.1.). B ciiydae He0OX0IUMOCTH OTIPABKU
Takux (haiIoB, IOMENIaTh UX B aQpXUB U YCTAHOBHUTH MAPOJIh.

7.5.6. [Tpucoenunsiemple (ailibl peKOMEHIYETCS YIaKOBBIBATh B apXUB MPU MOMOIIIH

POrpaMM-apXuBaTOPOB.

7.5.7. Kopnopamushuie pexomeHoayuu ucnob306anus 21eKmpounoi noumui: U
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e Bmu JOJIKHBI OKa3bIBATh TO K€ YBAXKCHHUEC, UTO U ITPU YCTHOM 06I_H€HI/II/I.
e Bmnl AOJDKHBI MIPOBCPATH IMMPABOIMUCAHUC, TPAMMATHUKY U ABAXKAbI IICPCUUTHIBATL CBOC

COOOIICHHE TIepE/T OTIIPABIICHUEM.

e Bl HEe JODKHBI y4aCTBOBATh B PACCBHUIKE IMOCIAHUN, MEPECHUIAEMBIX MO IIETIOYKE
(yame Bcero 9TO MHCbMA  PEIMTHO3HO-MHCTUYECKOTO,  Pa3BIIEKATEILHOTO
COJICpXKaHUA).

e Bpl He [OOKHBI pacchbulaTh COOOILIEHUS, KOTOpbIE SBISAIOTCS 3JIOBPEIHBIMU,
pazJipaXaroluMU WK COAEPKALIUMU yTPO3bl JIPYTUM IMOJIH30BATEISM.

e  Bbl 105KHBI HOMHUTB, YTO 3JIEKTPOHHOE MOCTIaHKE SBJISIETCS IKBUBAJICHTOM ITOYTOBOM
OTKPBITKU U HE JJOJHDKHO MCIOJIb30BATHCS ISl IEPECHUIKU MIEPCOHANTbHBIX JaHHBIX 0€3
WCIIOJIb30BaHUs CPEICTB 3alIUTHI (IU(POBAHUE).

e Bpbl He JOKHBI HCMONB30BaTh IIMPOKOBEUIATENbHBIE BO3MOMXHOCTH AIIEKTPOHHOU
MOYTHI 32 UCKIIFOUEHUEM BBIITYCKA YMECTHBIX OOBSIBICHUN.

e Bpl He JOMKHBI UCHIOIB30BaTh KOPIOPATUBHYIO AJIEKTPOHHYIO MOYTY JAJISl MOCIAHUMN
JUYHOTO XapakTepa.

e Bbl J0mKHBI HEYKOCHUTENBHO COOMIOAATh MpaBWia W WHCTPYKIUU M TIOMOTaTh
aJIMHUHHCTpATOpPaM OOpPOTHCS C HAPYIIUTENSIMU TTPABHIL.

8. Iopsiaok padoThl CO CbeMHBIMH HOCUTEISIMUA HHPOPMAITHT

8.1.Ilox ucnons3zoBanuem Hocuteneit napopmanuu B UCIT[In MOV «lllkomna Ne3 um. A.H.Kpucanosa

r. Anlyltel mOHMMaeTcss X nojkiarodeHue Kk uHpactpykrype MCII[An ¢ nenpto o6paboTkw,
npueMa/nepesayd  MHQOpMALMK MeXAY HHQOPMAIMOHHBIMM CHCTEMaMH W HOCHUTEISIMHU
UHpOpMaLIUH.
8.2.JlonyckaeTcst UCIOIb30BaHKE TOJIBKO YYTEHHBIX HOCUTEIEH HH(POPMALIUU, KOTOPBIE SIBIISIOTCS
cobctBeHHOCTRI0O MOY «Illkona Ne3 um. A.H.KpucanoBa» r. AmymTsl ¥ OABEPraroTCs peryispHoi
PEBU3HUU U KOHTPOJIIO.

8.3.YueT M BbIIauy CHEMHBIX HOCHUTENEeH HMH(OpMAIMM OCYILECTBIISET JIMIO, OTBETCTBEHHOE 32
OpraHM3anuio 00pabOTKHU MEpPCOHANBHBIX NaHHbIX. DakT BbIa4M HOcUTENs (UKCUPYETCS B
JKypHaJIe yuyeTa MalllMHHBIX HOCUTENeH HH(OPMALIHH.

8.4.Ecnu noctyn x MCIT/IH npousBoaANTCS U NOMOIIM ITEPCOHANBHBIX UaeHTHpuKaTopoB (eToken,
Rutoken, np.), T0 akT mnomydeHuss W cIauM JAHHBIX UACHTU(UKATOPOB 00s3aTEIBHO
¢uKcUpyeTcss OTBETCTBEHHBIM 3a OpraHM3aluio oO0pabOTKM NEPCOHATbHBIX JAHHBIX, B
COOTBETCTBYIOIIUX JKypHaJIaX.

8.5.B03MOXKHOCTb OJKITIOUEHHS HOCUTeNe HHPOpMaIiy, a TaK)Ke MOJTydeHHEe YUTCHHBIX HOCUTEIeH

uHpopManuu mnpenoctaBisitorcss [lonb3oBarensiM MO MHULMATUBE PYKOBOJIUTENEH CTPYKTYPHBIX

MO/APA3/ICIICHUN B CIIy4dasx:

® HEoOXOAMMOCTU BBINOJHEHHS BHOBb HPUHATHIM PAOOTHUKOM CBOMX JIOJKHOCTHBIX
00sI3aHHOCTEIA;

e Bo3HUKHOBeHUs y Ilonp3oBarens cinyxeOHOH HEOOXOIUMOCTH.
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8.6.ITpu UCIIOTB30BAHMH HOCHTENeH HHDOPMALIMK HEOOX0aMMO: I

®  JCIIOJIb30BAaTh HOCUTEIHN MH(DOPMAIINU UCKIIOYUTENBHO JJIS BHITTOJIHEHNSI CBOMX CITY)KEOHBIX
00513aHHOCTEH;

e 0OepeXHO OTHOCUTCS K HOCHTEIISIM NTEPCOHAIBHBIX JaHHBIX.

e o0ecrieunBath (U3NYECKYI0 O€30MaCHOCTh HOCHUTENEH HH(GOPMAIMM BCEMU Pa3yMHBIMH
crocobdamus;

® U3BEUIATh OTBETCTBEHHOMY 33 OPraHM3alMi0 00pabOTKHM MEePCOHAIBHBIX JaHHBIX O (hakTax
yTpatsl (Kpasku) HoCUTeNNeld HHPOpMAaLIUH.

8.7.11pu ucnoap30BaHUM HOCUTENEH NEPCOHATBHBIX JAaHHBIX 3aMpPEeIEHO:

® CIOJIb30BATh HOCUTENHU MEPCOHATBHBIX JAHHBIX B JIMYHBIX IEJIAX;
e [epelaBaTb HOCHUTENH T[E€PCOHAJBHBIX JIAHHBIX JPYrUM JMIAM (32 HCKIIOYEHUEM
aJIMHUHHUCTPATOPOB);
® XpaHHUTh ChEMHBIC HOCUTEIH C IEPCOHATLHBIMU JAHHBIMU Ha paO0YnX CTONAX, JINOO OCTABIATH
ux 0e3 MPUCMOTpa WM MepeiaBaTh Ha XpaHEHHE IPYTUM JIUIaM;
® BBIHOCHTH ChEMHBIC HOCHUTEIN C NMEPCOHATIBHBIMHI JAaHHBIMH U3 CIY)KEOHBIX IMOMEIICHUN IS
paboThl C HUIMH HA JIOMY H T. 1.
8.8.JIro60e B3aumoaeiicTBue (00paboTka, nmpuemM/nepenaya HHGOPMAIIMK ) THUIIMHPOBAHHOE
[Tonp3oBarenem Mexay HH(OOPMALIMOHHON CUCTEMON M HEYYTEHHBIMU (JIMUHBIMH ) HOCUTEIISIMU
nH(pOpMAaINHU, paCCMaTPUBACTCS KaK HECAHKIIMOHUPOBAHHOE (32 NCKIIOUYEHUEM CITydaeB, OTOBOPEHHBIX
¢ aIMHHHCTpaTopamHu 3apanee). Hpopmanus 00 MCIIOIb30BaHIH MTOJTB30BATEISIMA HOCUTEIEH
uHpopmanuy B ”HGOPMAITMOHHBIX CUCTEMAX MPOTOKOIUPYETCS U,IIPU HEOOXOAUMOCTH, MOXKET OBITh
IIPEOCTaBlIeHa PYKOBOAUTENISIM CTPYKTYPHBIX MOApa3esieHui, a Takxke nupekropy MOY «lllkoma Ne3
uM. A.H.KpucanoBa» r. Anymrsl.

8.9.BbIHOC CheMHBIX HOCHUTENEH MepCOHaIbHBIX TAHHBIX JIJIs1 HEIOCPEICTBEHHOW NIepelaun afpecaTy
OCYILECTBISACTCS TOJBKO C TIMCBMEHHOIO  pa3pelieHUss PYKOBOJMTENS  CTPYKTYPHOTO
MOJpa3/IeJICHHUS.

8.10. CreMHBIE  HOCHUTEIH MEPCOHAIIbHBIX JaHHBIX, MPHULLEIIINE B HErOJHOCTb, WJIU
OTCIY)KMBIIME YCTAHOBJICHHBIM CpPOK, MOMJIEKAT YHUYTOXKEHUIO. YHUUYTOXKEHUE CHEMHBIX
HOCUTEJIE C TIEPCOHAJbHBIMU JIAHHBIMU OCYIIECTBIISIETC KOMMCCHEHM, COCTaB KOTOPOU
OTpENIETISIeTCST OTBETCTBEHHBIM 32 OpraHu3aluio oO0pabOTKH MEepCOHANIBHBIX MaHHBIX. [lo
pe3yJibTaTaM YHUUYTOKEHUSI HOCUTEIEH COCTABIISIETCS aKT.

8.11. B cnyyae yBOJBHEHHS WJIM TIEpPeBOJa paOOTHHUKA B JIPYroe CTPYKTYPHOE TOJpa3jeiicHue,
MPEIOCTABICHHBIE HOCUTEIN MTEPCOHATIBHBIX TAHHBIX MU3BIMAIOTCS U JIEJIAI0TCSA COOTBETCTBYIOIIUE

ITIOMETKH B JKypHAJIE y4€Ta MAIINHHBIX HOCUTEIEH.

9. IlpaBa nosab3oBaress

9.1.Mcnons3oBats UCIT[H MOV «lllxona Ne3 um. A.H.KpucanoBa» r. AmymTsl Ui BHIIOTHEHUS
JOJKHOCTHBIX 00S3aHHOCTEH.
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9.2.00pamarbCcsi K OTBETCTBEHHOMY 3a OpraHU3alMI0 OOpaOOTKM MEPCOHAIBHBIX JAHHBIX JUISA
KOHCYJIbTAIlMi 10 TOBOJY HMCIOJb30BaHUS HporpaMMHoro obecneueHuss u APM, Bompocam
00pabOTKH EPCOHANBHBIX JAHHBIX.
9.3.HampaBisath NpeyiokKEeHHs] MO YCTAHOBKE HOBBIX BEpPCUI CYIIECTBYIOIIETO MPOrpaMMHOIO
obecreuenus (¢ 000CHOBaHUEM HEOOXOIUMOCTH 3aMEHBI CTapbIX BEPCHI Ha HOBBIC).
9.4.Tlony4yaTh KOHCYJIbTALMU U PAa3bACHEHUS IO HOPMATUBHBIM TOKYMEHTaM, PErJIaMeHTUPYIOIIUM
paboty ¢ nepconanbHbIMU JaHHBIME B MOV «llIkoma Ne3 um. A.H.Kpucanosa» r. AnymiTsl.

10. OTBeTCTBEHHOCTH

10.1. [Tonb30BaTesnb HECET NEPCOHAIBHYIO OTBETCTBEHHOCTD 32 CBOM JICUCTBUA WM Oe3/IeiCTBHE,
KOTOpBIE MOTYT IOBJIEYb 32 COOOH pasriaiieHne IepCOHANBHBIX JAHHBIX, 4 TAK)KE 32 HAPYIICHHUE
HopMaibHOTO (pyHKIIMOHMpoBaHUs MCII/IH wiu uX OTIEIbHBIX KOMIIOHCHTOB, HECAHKITMOHUPOBAHHBIN
JOCTYT K HHPOPMAINH B COOTBETCTBUE C 3aKOHOIATEIbCTBOM Poccuiickoit denepanuu v J0KATbHBIMH

HopMmaTtuBHbIMU akTaMu MOY «lllkona Ne3 um. A.H.KpucanoBa» r. AnymTsl.
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